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powerpwn is an offensive security Power Pwn
toolset for Microsoft 365 Power s ik At TERS ercon
:)Iatform . " michael.bargury |owasp.org|

Power Pwn is an offensive security toolset for Microsoft Power Platform.

Targ etlng red teams and penetration Install with pip install powerpwn .
teste rS to make Su re your Check out our Wiki for docs, guides and related talks!
environment is secured. o
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All materials and talks can be found -
N ourTepo. github.com/mbrg/power-pwn

@lana__salameh

@mbrg0


https://www.github.com/mbrg/power-pwn/tree/main
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About Us

Lana Salameh Michael Bargury

CTO and Co-founder @ Zenity

- Team lead @ Zenity

- Passionate about Cyber security OWASP LCNC Top 10 project lead

- My first BlackHat Dark Reading columnist

Defcon, BSides, RSAC, OWASP

W @mbrgo
O github.com/mbrg

DR | darkreading.com/author/michael-bargury

y @lana__salameh

m linkedin.com/in/salameh-lana
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Let the fun begin with

pip install powerpwn

@lana__salameh
@mbrg0
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- The assumption that guest users have limited access to the
organization resources is completely wrong.

- State of the art is focused on AAD enumeration (AADInternals).

- Guest users actually have access to credentials, resources and
data.

Check out our BlackHat 2023 talk titled All You Need Is Guest. black
hat.com/us-23/briefings/schedule/index.html#all-you-need-is-quest-32
647

#BHUSA (@BlackHatEvents


https://www.blackhat.com/us-23/briefings/schedule/index.html#all-you-need-is-guest-32647
https://www.blackhat.com/us-23/briefings/schedule/index.html#all-you-need-is-guest-32647
https://www.blackhat.com/us-23/briefings/schedule/index.html#all-you-need-is-guest-32647
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http://drive.google.com/file/d/1jb8jZjyLAraaj50aJ4cfwasnp-bAGveg/view
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Persistency
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We want to remain persistent
within Microsoft 365 even If the
user gets deleted or their access
IS revoked.

Enterprise Domination via Low
Code Abuse, DEFCON30

DJF
youtu.be/D3A62Rzozq4?tﬁ85 N

DAYS // 016-163
Threat acto rs perform

mailbox searches across

Office 345 ervironment.

Attacker uses stelen

ice 365 DAYS [/ 137=-218

Threat actor changes search and
exfiltration technique, leveraging
Compliance Search to allow for
precision searches.

Intreducing Compliance Search in
Oifice 345 - Microsalt 345 Blog

Compliance Search is a new addition

to the Dffice 365 Compliance Center,
designed for times when the full-
fledged search case management of
eDiscovery search isn’t required.

DAYS [/ 137-143

Threat actors creal 1
rules in company’s
IT environment to
automate data
exfiltration o a third-
party cloud storage
solution,

#BHUSA (@BlackHatEvents


https://youtu.be/D3A62Rzozq4
https://youtu.be/D3A62Rzozq4
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http://drive.google.com/file/d/1_MG1daPbJRNvkx38cV_tVSTOWHAC8Vii/view
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Collect the hanging fruits

Enterprise Domination via DBF

Low Code Abuse, DEFCON30
youtu.be/D3A62Rz0zq4 C@ N
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https://youtu.be/D3A62Rzozq4
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http://drive.google.com/file/d/1aQmBV2_fMxDcjtZ9U2BEnrV41PbvoQws/view
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Hack your environment

Power Pwn

'DEFCON 30

Black Hat Arsenal USA 2023

1 michaesarury IHERPE)
Power Pwn is an offensive security toolset for Microsoft Power Platform.

Install with pip install powerpwn .

Check out our Wiki for docs, guides and related talks!
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bit.ly/mbrg-bhusa23

#BHUSA (@BlackHatEvents


https://bit.ly/mbrg-bhusa23
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GONICTE T Find us at BlackHat

Black Hat Arsenal USA 2023 DEFCON 30 Ar S e n al I
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Power Pwn is an offensive security toolset for Microsoft Power Platform.

Install with pip install powerpwn . PowerGueSt: AAD Guest EXplOita
Check out our Wiki for docs, guides and related talks! tion Beyond Enumeration
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DO AT AR [ [ e D _
D 1O I VL I|_ JEEA N github.com/mbrg/power-pwn

I A O A | \_/\_/ | 1|
—l command
dump Recon for available data connections and dump their content.
""" gui Show collected resources and data via GUI.
backdoor Install a backdoor on the target tenant
nocodemalware Repurpose trusted execs, service accounts and cloud services to po

phishing Deploy a trustworthy phishing app.



https://www.blackhat.com/us-23/arsenal/schedule/index.html#powerguest-aad-guest-exploitation-beyond-enumeration-33687
https://www.blackhat.com/us-23/arsenal/schedule/index.html#powerguest-aad-guest-exploitation-beyond-enumeration-33687
https://github.com/mbrg/power-pwn
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