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OWASP LCNC Top 10
ohh the times, they are a-chang’n
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• Sharing research, tools and talks about breaking LCNC 
(BlackHat, Defcon, t2, OWASP)

• Building Zenity, the LCNC AppSec company
• Learning by community @ OWASP LCNC Top 10
• Learning by writing @ Dark Reading

• Hiring researchers and engineers!

Hi there👋

@mbrg0

darkreading.com/author/michael-bargury
github.com/mbrg

https://www.darkreading.com/author/michael-bargury
https://www.darkreading.com/author/michael-bargury
https://www.darkreading.com/author/michael-bargury
https://www.darkreading.com/author/michael-bargury
https://github.com/mbrg
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What do we produce?
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Unique about LCNC

• Devs can be anyone from a pro dev to a citizen dev
• No SDLC
• No security controls
• 10-100x scale of app development
• Code is generated (platform owns code-gen vulns)
• Focused on logical vulns
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OWASP LCNC Top 10
• LCNC-SEC-01: Account Impersonation
• LCNC-SEC-02: Authorization Misuse
• LCNC-SEC-03: Data Leakage and Unexpected Consequences
• LCNC-SEC-04: Authentication and Secure Communication Failures
• LCNC-SEC-05: Security Misconfiguration
• LCNC-SEC-06: Injection Handling Failures
• LCNC-SEC-07: Vulnerable and Untrusted Components
• LCNC-SEC-08: Data and Secret Handling Failures
• LCNC-SEC-09: Asset Management Failures
• LCNC-SEC-10: Security Logging and Monitoring Failures
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Methodology loop

Anonymized 
statistics

Publish

>10M apps, automations, 
bots, components, …

Draft Community 
feedback

Community 
contribution

Ty to all collaborations 
and contributors!
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CALL FOR DATA IS OPEN NOW –
michael.bargury@owasp.org

We are looking for:
1. Stories about vulnerable LCNC apps
2. Categories of LCNC security vulns
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LCNC01: Account impersonation
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LCNC-SEC-01: Account Impersonation
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LCNC-SEC-01: Account Impersonation
A short description for security pros

A short description for business users

contribution by John McTiernan, DT Group and Yianna 
Paris @punk_fairybread, Xebia

A longer description for security pros
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LCNC-SEC-01: Account Impersonation
Attack and misuse scenarios for both security pros 
and business users
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LCNC-SEC-01: Account Impersonation
What can you do about it?
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Story: HR Copilot
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Let’s create an Ask HR Copilot
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Security issue #1: no 
auth public access by 

default
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Security issue #2: 
Credential Sharing as a 

Service
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This is still credential 
sharing! (bot user is using 

bot maker’s identity)
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This is still credential sharing! (bot 
user is using bot maker’s identity)
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Who has access to Ask 
HR Copilot?
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Security issue #3: share 
with EVERYONE by default
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We set up authentication but 
the bot is still available..?
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Security issue #4: sign-in 
is not required by default
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Security issue #5: prompt 
injection leads to 

sensitive data leak
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Logs
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Security issue #6: full 
conversation transcripts 

leak in plain text
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Can it get any worst?



#BHUSA @BlackHatEvents

@OWASPNoCode
Global AppSec Lisbon 24

Story: Employee Onboarding
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Employee onboarding – findings

@mbrg0
#BHUSA @BlackHatEvents 
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AppStore 
sensitive data

• Data accessible to all (Authorization Misuse)

Employee onboarding – findings

Data
Everyone 
has access

@mbrg0
#BHUSA @BlackHatEvents 
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App Store in 
plaintext Data

Submit 
sensitive dataUser

Employee onboarding – findings

• Data accessible to all (Authorization Misuse)
• Sensitive data in plain text (Data and Secret Handling 

Failures)

@mbrg0
#BHUSA @BlackHatEvents 
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• Data accessible to all (Authorization Misuse)
• Sensitive data in plain text (Data and Secret Handling 

Failures)
• Sensitive data written to logs

Employee onboarding – findings

@mbrg0
#BHUSA @BlackHatEvents 

(Data Leakage)
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• Data accessible to all (Authorization Misuse)
• Sensitive data in plain text (Data and Secret Handling 

Failures)
• Sensitive data written to logs (Data Leakage)

Employee onboarding – findings

@mbrg0
#BHUSA @BlackHatEvents 
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• Virtual meetups youtube.com/@owasplcnc

• AppSec for business users youtube.com/watch?v=s3lZ8fsMDDQ

• Updates on x.com/OWASPNoCode

• Get these slides on mbgsec.com/talks

• Reach out to me michael.bargury@owasp.org

And of course, OWASP LCNC Top 10

Resources

Thank you to our sponsors

mailto:youtube.com/@owasplcnc
https://www.youtube.com/watch?v=s3lZ8fsMDDQ
https://x.com/OWASPNoCode
https://mbgsec.com/talks
https://owasp.org/www-project-top-10-low-code-no-code-security-risks/

