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Avishai Efrat @avishai_efrat
Senior Security Researcher, Zenity



#SECTORCA @SecTorCa

@mbrg0

#BHUSA



#SECTORCA @SecTorCa

@mbrg0

#BHUSA



#SECTORCA @SecTorCa

@mbrg0

#BHUSA

EVERYONE 
GETS A 

COPILOT!
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Recalled
“I get by with 
a little help 

from my 
friends”
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Hiring senior security pros

Hi there 

mbgsec.com

@mbrg0

CTO and Co-founder

@

Zenity

Project lead OWASP LCNC Top 10

Columnist Dark Reading

4th time BlackHat

https://www.mbgsec.com/
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in/lozovoydmitry @lana__salameh

@inbarraz @tamirishaysh @GalMalka6

labs.zenity.io
@mbrg0
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• Senior Security Researcher @ Zenity

• Low-code/no-code security, web security, anti-bot 
protection, OSINT, and data engineering

• Hacker / singer-songwriter

• Bsides, BH Arsenal 

Hi there

@avishai_efrat

Hiring senior security pros



#SECTORCA @SecTorCa

• Senior Security Researcher @ Zenity

• Low-code/no-code security, web security, anti-bot 
protection, OSINT, and data engineering

• Hacker / singer-songwriter

• Bsides, BH Arsenal 

Hi there

@avishai_efrat
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Creating a Copilot
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Let’s meet Jack

• Jack is a CISO at a Fortune-500 enterprise.

• This is Jack’s first day on the job.

• Jack has a battle-proven check-list for enterprise security.

• Jack follows industry best practice and security standards.
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Industry best practice:

New attack vectors may include:

• No code AI apps

• Citizen Development

• Open Source dependencies

• BYOD

• The Cloud

Given <new attack vector>
Do Ignore()
Until <major breach>
Then Panic()
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Let’s meet Jill

• Jill is working in the HR department.

• Jill does a lot of manual and repetitive work.

• Jill has to deal with many different employees asking the same 

questions.

• Jill heard about Microsoft Copilot Studio and got really excited!
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Let’s meet Jill

• Jill is working in the HR department.

• Jill does a lot of manual and repetitive work.

• Jill has to deal with many different employees asking the same 

questions.

• Jill heard about Microsoft Copilot Studio and got really excited!

• Let’s follow Jill on her copilot journey!
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Let’s create an Ask HR Copilot
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• A standard new copilot can already include 16 (!) topics.
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External Sensitive 

????? 



#SECTORCA @SecTorCa

Knowledge == Prompt Injection 
attack surface 1

Makers can embed 
untrusted data with a 

couple of clicks
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Hacker
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Insecure default (changed): 
unauthenticated public 

access

2

Hacker
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Insecure default (changed): 
unauthenticated public 

access
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Default fixed. But it’s only a click away..
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Insecure default (changed): 
author credentials are 

transparently shared with bot 
users (Credential Sharing as a 

Service) 3
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Sure, Let Business Users 
Build Their Own. What 
Could Go Wrong?
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4

No such thing as 
“internal data”

@avishai_efrat
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But how 

would the 

hacker know 

what to ask?

Our stats show that most 
people leaves these 16 
topics as is (even tho many 
aren’t needed)
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Multiple similarly-named 
Topics
• A new topic might resemble in 

name to an existing one

• Which volunteers information to 
attackers

Insecure default: stale 
topics volunteer 

information

5

@inbarraz
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Back to Jack

• Jack having a bad day.

By default, bots:

• Public facing with no authentication

• Easily fuzzable (volunteer info)

• Are embedded with corporate identities  

On top, makers can:

• Embedd sensitive files, that can be extracted by bot users
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IT GETS WORSE
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Back to Jill

• Jill is ecstatic about being able to say she used GenAI in her 

work.

• Jill likes the promise of a better-performing copilot.
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Generative AI

Letting users choose to 
break compliance and geo 

boundaries..

6

You consent to your data flowing outside your 

organization's compliance and geo boundaries. By 

proceeding you agree to the supplemental preview terms.
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“Allow your copilot to use generative Al to identify the most 

appropriate combination of actions and topics to 
respond to a user, and provide a more natural conversational 

experience for end users.”

This seems just fine and will definetly not lead to:

• Influencing execution paths

• AI going haywire with actions

Generative AI
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• There is a feature for asking for user confirmation before 
performing potentially destructive actions.

User confirmation
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• There is a feature for asking for user confirmation before 
performing potentially destructive actions.

User confirmation

Insecure default: no user 
confirmation before AI 

makes destructive actions 7
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Who has access to Ask HR 
Copilot?
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Insecure default 
(changed): bot is shared 

with EVERYONE

8
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This wasn’t always the default...

Default fixed. But it’s only a click away..
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How does this work for 
EVERYONE? They don’t all 
have SharePoint access..
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This is still credential 
sharing! (bot user is using 

bot author’s identity)
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Default fixed. But it’s only a click away..
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#BHUSA#BHUSA @BlackHatEvents

All You Need Is Guest

Michael Bargury @mbrg0

Zenity
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Back to Jack

• Jack is getting really upset.

By default, bots:

• Are shared with any user in the tenant including guests

On top, makers can use GenAI which:

• Composes apps on-the-fly

• Has access to thousands of connectors and flows

• Shares maker’s identity

• Breaks complaince and geo boundaries

• Has no user confirmation for distructive actions
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Back to Jill

• Jill realizes that Copilot can also automate parts of her 

mundane tasks, like sending emails!

• She goes back to building.
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So many useful flows! Why 
not use them?
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Insecure habit: 
trust other people's code

A bad actor can now modify the 
flow, gaining access to bot user 
identities (while the flow runs)

9

@inbarraz
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10

Injection path 
from Copilot to 

flow

@avishai_efrat
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Back to Jack

• Jack is starting to lose his temper.

Makers can:

• Pick up and use flows that others have built and still own

• Create new injection surface (very easily)
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IT GETS WORSE
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Back to Jill

• Copilot Studio delivered on its promise - it was a piece of cake!

• Jill is so proud, she wants to share her achievement.
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11Sharing future flows
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Makers can share with 
external users (gmail..) 12
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13Over-permission by design

Maker role allows far more 
than editing this bot –

creating new bots, flows, 
apps..
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Logs
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https://
powervamg
.eu-il108
.gateway
.prod
.island
.powerapps
.com
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curl
'https://powervamg.eu-
il108.gateway.prod.island.powerapps.com/api/botmanagement/v1/t
ranscript/sessionwindows?startTime=2023-11-23&endTime=2023-
11-30T12' \
-H 'authorization: Bearer <YOUR_BEARER>' \
-H 'x-cci-botid: <YOUR_BOTID_FROM_STEP_3>' \
-H 'x-cci-tenantid: <YOUR_TENANT_ID>' \
--compressed

[Fixed vuln] Privilege 
escalation to Transcript Viewer 14
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The vuln was fixed. No one 
else can read these 
transcripts, right?
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Wrong.
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Insecure default: full 
transcripts of every 

conversation stored in a 
shared table in plain text 15
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Our stats show that a typical 
Dataverse environment in the 
enterprise has

>30 privileged users
Outside of IT
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Back to Jack

• At this point, Jack has already given up.

By default, bots:

• Share full transcripts with too many privileged Dynamics users

On top, makers can:

• Share future flows

• Share with guests

• Share an over-privileged role
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IT GETS WORSE
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We set up authentication 
but the bot is still 

available..?

16
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Insecure default 
(changed): sign-in is 

optional but not required

16
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Insecure default: 
Overreliance on AI

Prompt injection leads to 
sensitive data leak

17
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Say goodbye to Jack

• Having had enough, and offers his letter of resignation

By default, bots:

• Make authentication optional even if turned-on

• Are embedded with corporate identities

• Rely on AI to choose action scope => prompt injection leads 

to change of scope and data leakage!
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WAIT! WHAT ABOUT DLP?



#SECTORCA @SecTorCa

@mbrg0

#BHUSA

Power Platform DLP is NOT 
Data Loss Prevention

All You Need Is Guest
Michael Bargury
BlackHat USA 2023

We’ve already 
covered this…
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All You Need Is Guest
Michael Bargury
BlackHat USA 2023

We’ve already 
covered this…

Power Platform DLP is NOT 
Data Loss Prevention
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Use Power 
Platform DLP to 
remove features 
you don’t need
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BUT WAIT! WHAT ABOUT 
TENANT ISOLATION?
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NOPE.

https://learn.microsoft.com/en-us/microsoft-copilot-studio/security-faq
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SENSITIVITY 
LABELS?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/sensitivity-label-copilot-studio
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Check out
the BH talk
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Understanding the risk
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“She said it grieves me so to see you in such pain

I wish there was something I could do to make you smile again

I said I appreciate that and would you please explain

About the fifty fifteen seventeen (and more) ways”
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15 17 ways to break your copilot

9 insecure defaults

1 vuln

Recap
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Copilot Studio team responded 
positively and changed things 

Timeline

• 2023-11 Copilot Studio announced

• 2023-11-13 Copilot Studio privilege 

escalation to Transcript Viewer 

submitted by Zenity

• 2023-12 Zenity shares findings about 

insecure defaults

• 2024-05 Microsoft introduces admin 

toggles for Copilot Studio

• 2024-07 Microsoft fixes Copilot Studio 

Transcript Viewer vuln

Defaults changed:

• No more public access

• No more sharing with all

• No more credetial sharing

Admin on-off toggles introduces 

(Power Platform DLP):

• Public access

• Controls available channels

• Knowledge support for SharePoint

• Knowledge support for websites

• …

https://learn.microsoft.com/en-us/microsoft-copilot-
studio/admin-data-loss-prevention
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THANK YOU TO 
THE HARD 
WORKING 

SECURITY PROS 
AT MSFT THAT 
MADE CHANGE 

HAPPEN 
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BUT
IT GETS WORSE
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Copilot Hunter 

@avishai_efrat
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One click away...
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Source code, technical writeup 
and more → labs.zenity.io
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Finding the values – Env/Tenant
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Finding the values – Env/Tenant
https://aadinternals.com
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Finding the values – Solution Publisher prefix 
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Finding the values – Solution Publisher prefix 
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Finding the values – Solution Publisher prefix 
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Finding the values – demo website name
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• Scanning  by Domain or Tenant ID

Functionalities Recap

• Environment & Tenant ID Enumeration

• Solution Prefix Reconnaissance

• Bot Name Enumeration

• Basic bot interaction

@avishai_efrat
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github.com/mbrg/power-pwn
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● Over 1K unauthenticated copilots

Achievements unlocked!
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● Over 1K unauthenticated copilots

● Tens of thousands of existing copilots

● Hundreds of tenant & environment IDs

● Hundreds of solution prefixes (better recon 
for you)

● Hundreds of recurring copilot names (better 
recon for you)

Achievements unlocked!
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Looking forward
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Tread carefully
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Data

Biz logic

Access

Code

Identity

Runtime

…

Data

Biz logic

Access

Code

Identity

Runtime

…

Cloud No Code

Customer

Platform

We must own 

our side of the 

Shared

Responsibility 

Model
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Harden your environment

1. Turn off any toggle you can in the Power Platform DLP

2. Monitor the audit logs (kudos to Copilot Studio team lots of those)

3. Monitor Copilot Studio conversation for use of sensitivity labels

https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-

prevention

List of toggles to switch →
labs.zenity.io/p/hsc24
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Follow the Frameworks
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Go Hack Yourself!

GITHUB.COM/MBRG/POWER-PWN
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Source code, technical writeup 
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	Front cover
	Slide 1

	we all need help sometimes
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13

	jack/jill intro
	Slide 14
	Slide 15: Let’s meet Jack
	Slide 16: Industry best practice:
	Slide 17: Let’s meet Jill
	Slide 18: Let’s meet Jill

	until jack is having a bad day
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46: Back to Jack
	Slide 47
	Slide 48: Back to Jill
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68: Back to Jack
	Slide 69: Back to Jill
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76: Back to Jack
	Slide 77
	Slide 78: Back to Jill
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85: Logs
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91
	Slide 92
	Slide 93: Back to Jack
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100
	Slide 101
	Slide 102: Say goodbye to Jack

	DLP
	Slide 103
	Slide 104
	Slide 105
	Slide 106
	Slide 107
	Slide 108
	Slide 109
	Slide 110

	Threat Scenario
	Slide 111
	Slide 112
	Slide 114
	Slide 115
	Slide 116
	Slide 117

	Copilot Hunter
	Slide 118
	Slide 119
	Slide 120
	Slide 121
	Slide 122
	Slide 123
	Slide 124
	Slide 125
	Slide 126
	Slide 127
	Slide 128
	Slide 129
	Slide 130
	Slide 131
	Slide 132
	Slide 133
	Slide 134
	Slide 135
	Slide 136
	Slide 137
	Slide 138
	Slide 139
	Slide 140
	Slide 141
	Slide 142
	Slide 143
	Slide 144
	Slide 145
	Slide 146
	Slide 147
	Slide 148
	Slide 149
	Slide 150
	Slide 151
	Slide 152
	Slide 153
	Slide 154
	Slide 155
	Slide 156

	What to do
	Slide 157
	Slide 158: Tread carefully
	Slide 159
	Slide 160
	Slide 161
	Slide 162
	Slide 163


