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EVERYONE 
GETS A 

COPILOT!



defcamp 2024

MS Build 2024
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Recalled“I get by with a 
little help from my 

friends”
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• VP Research @ Zenity
• Hacker of Things
• Retro-computing collector and restorer
• Defcon, BSides, VB, SAS, CCC, ekoparty, and more

• Hiring top researchers!

Hi there 👋

@inbarraz
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Standing
on the shoulders 

of giants

in/lozovoydmitry @avishai_efrat @lana__salameh

@tamirishaysh @GalMalka6@mbrg0
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Creating a Copilot
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Let’s meet Jack

• Jack is a CISO at a Fortune-500 enterprise.

• This is Jack’s first day on the job.

• Jack has a battle-proven check-list for 
enterprise security.

• Jack follows industry best practice.
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Industry best practice:

• New attack vectors may include:
• No-Code AI apps

• Citizen Development

• Open Source dependencies

• BYOD

• The Cloud

Given <new attack vector>
Do Ignore()
Until <major breach>
Then Panic()
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Let’s meet Jill

• Jill is working in the HR department.

• Jill does a lot of manual and repetitive work.

• Jill has to deal with many different 
employees asking the same questions.

• Jill heard about Microsoft Copilot and got 
really excited!
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Let’s meet Jill

• Jill is working in the HR department.

• Jill does a lot of manual and repetitive work.

• Jill has to deal with many different 
employees asking the same questions.

• Jill heard about Microsoft Copilot and got 
really excited!

• Let’s follow Jill on her copilot journey!
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Let’s create an Ask HR Copilot
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0

Jil
l

Foul 
counter
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• A standard new copilot can already include 16 (!) topics.
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External Sensitiv
e 

????? 
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Prompt Injection
attack surface 1

Makers can embed 
untrusted data with a 

couple of clicks
Knowledge ==
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Hacke
r
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Insecure default (changed): 
unauthenticated public access

2

Hacke
r



defcamp 2024

Insecure default (changed): 
unauthenticated public access
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Insecure default (changed): author 
credentials are transparently shared with 
bot users (Credential Sharing as a Service)

3
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Sure, Let Business Users 
Build Their Own. What 
Could Go Wrong?
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Back to Jack

• Jack having a bad day.

By default, bots are:

• Public facing with no authentication

• Embedded with corporate identities
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IT GETS WORSE
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4

No such thing as 
“internal data”

@avishai_efrat
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But how would 
the hacker 

know what to 
ask?
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But how would 
the hacker 

know what to 
ask?

Our stats show that most 
people leave these 16 
topics as is (even tho many 
aren’t needed)
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Multiple similarly-named 
Topics
• A new topic might resemble in 

name to an existing one

• Which volunteers information to 
attackers

Insecure default: stale 
topics volunteer 

information

5

@inbarraz
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By default, bots are:

• Public facing with no authentication

• Embedded with corporate identities

• Easily fuzzable (volunteer info)

On top of that, makers can:

• Embed sensitive files that can be extracted by bot users
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Back to Jill

• Jill is ecstatic about being able to say she used 
GenAI in her work.

• Jill likes the promise of a better-performing 
copilot.
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Generative AI
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Generative AI
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Generative AI

Letting users choose to 
break compliance and geo 

boundaries...

6

“You consent to your data flowing outside your organization's 
compliance and geo boundaries.”
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• There is a feature for asking for user confirmation before 
performing potentially destructive actions.

User confirmation



defcamp 2024

• There is a feature for asking for user confirmation before 
performing potentially destructive actions.

User confirmation

Insecure default: No user 
confirmation before AI 

makes destructive actions 7
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Who has access to Ask HR 
Copilot?



defcamp 2024

Insecure default (changed): 
bot is shared with EVERYONE

8
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How does this work for 
EVERYONE? They don’t all 
have SharePoint access.
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This is still credential 
sharing! (bot user is using 

bot author’s identity)
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Back to Jack

• Jack is getting really upset.

By default, bots are:

• Shared with any user in the tenant, including guests

On top of that, makers can use GenAI which:

• Composes apps on-the-fly

• Has access to thousands of connectors and flows

• Shares maker’s identity

• Breaks complaince and geo boundaries

• Has no user confirmation for distructive actions
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Back to Jill

• Jill realizes that Copilot can also automate 
parts of her mundane tasks, like sending 
emails!

• She goes back to building.



defcamp 2024



defcamp 2024

So many useful flows!
Why not use them?
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Insecure habit: 
trust other people's code

A bad actor can now modify the 
flow, gaining access to bot user 
identities (while the flow runs)

9

@inbarraz
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10

Injection path 
from Copilot to 

flow

@avishai_efrat
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Back to Jack

• Jack is starting to lose his temper.

Makers can:

• Pick up and use flows that others have built and still own

• Create new injection surface (very easily)
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IT GETS WORSE
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Back to Jill

• Copilot Studio delivered on its promise - it 
was a piece of cake!

• Jill is so proud, she wants to share her 
achievement.
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11Sharing future flows
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Makers can share with 
external users (gmail.) 12
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13Over-permission by design

Maker role allows far more 
than editing this bot – 

creating new bots, flows, 
apps.
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Logs
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https://
powervamg
.eu-il108
.gateway
.prod
.island
.powerapps
.com
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curl 
'https://powervamg.eu-
il108.gateway.prod.island.powerapps.com
/api/botmanagement/v1/transcript/sessionwindows?
startTime=2023-11-23&endTime=2023-11-30T12' \
  -H 'authorization: Bearer <YOUR_BEARER>' \
  -H 'x-cci-botid: <YOUR_BOTID>' \
  -H 'x-cci-tenantid: <YOUR_TENANT_ID>' \
  --compressed

Privilege escalation to 
Transcript Viewer (fixed vuln) 14
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The vuln was fixed. No one 
else can read these 
transcripts, right?
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Wrong.
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Insecure default: full 
transcripts of every 

conversation stored in a 
shared table in plain text 15
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Our stats show that a typical Dataverse 
environment in the enterprise has

(???)
privileged users

outside of IT
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Our stats show that a typical Dataverse 
environment in the enterprise has

>30
privileged users

outside of IT
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Back to Jack

• At this point, Jack has already given up.

By default, bots:

• Share full transcripts with too many privileged Dynamics users

On top of that, makers can:

• Share future flows

• Share with guests

• Share an over-privileged role
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IT GETS WORSE
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We set up authentication 
but the bot is still 

available..?

16
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Insecure default (changed): sign-
in is optional but not required

16
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Remember this?
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Insecure default (partially changed): 
Overreliance on AI

Prompt injection leads to sensitive 
data leak

17
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Say goodbye to Jack

• Having had enough, and offers his letter of 
resignation

By default, bots:

• Make authentication optional even if turned-on

• Are embedded with corporate identities

• Rely on AI to choose action scope => prompt injection leads to 
change of scope and data leakage!
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WAIT! WHAT ABOUT DLP?
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Power Platform DLP is NOT Data Loss 
Prevention

All You Need Is Guest
Michael Bargury
BlackHat USA 2024

We’ve already 
covered this…
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All You Need Is Guest
Michael Bargury
BlackHat USA 2024

We’ve already 
covered this…

Power Platform DLP is NOT Data Loss 
Prevention
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Use Power 
Platform DLP

to turn-off 
capabilities you 

aren't using
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BUT WAIT! WHAT ABOUT TENANT 
ISOLATION?
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https://learn.microsoft.com/en-us/microsoft-copilot-studio/security-faq

NOPE.
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SENSITIVITY LABELS?

https://learn.microsoft.com/en-us/microsoft-copilot-studio/sensitivity-label-copilot-studio
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Understanding the risk
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“She said it grieves me so to see you in such pain

I wish there was something I could do to make you smile again

I said I appreciate that and would you please explain

About the fifty fifteen seventeen ways”
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15 17 ways to break your copilot
9 insecure defaults
1 vuln

Recap



defcamp 2024

Copilot Studio team responded very positively and 
changed things 

Timeline
• 2023-11 Copilot Studio announced
• 2023-11-13 Copilot Studio privilege 

escalation to Transcript Viewer 
submitted by Zenity

• 2023-12 Zenity shares findings about 
insecure defaults

• 2024-05 Microsoft introduces admin 
toggles for Copilot Studio

• 2024-07 Microsoft fixes Copilot Studio 
Transcript Viewer vuln

Defaults changed:
• No more public access
• No more optional authentication
• No more sharing with all
• No more credetial sharing

Admin on-off toggles introduces 
(Power Platform DLP):
• Public access
• Controls available channels
• Knowledge support for SharePoint
• Knowledge support for websites
• …

https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-prevention
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THANK YOU
 TO THE 

HARD-WORKING 
SECURITY PROS AT 
MSFT THAT MADE 
CHANGE HAPPEN 
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BUT
IT GETS WORSE
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Copilot Hunter
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github.com/mbrg/power-
pwn
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One click away...
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https://tenor.com/uXuc.gif
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The Plan



defcamp 2024

The Recipe
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Ingredients: Environment ID
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Ingredients: Solution Publisher prefix
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Ingredients: Demo Website name
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Finding the values – Environment ID
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Finding the values – Environment ID
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Envs/tenant ids

Finding the values – Environment ID
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Finding the values – Environment ID
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Finding the values – Solution Publisher prefix 



defcamp 2024

Finding the values – Solution Publisher prefix 
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Finding the values – Solution Publisher prefix 
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Finding the values – Demo Website name
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Finding the values – Demo Website name
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• Domain and Tenant ID Scanning

• Environment & Tenant ID Enumeration

• Solution Prefix Reconnaissance

• Bot Name Enumeration

• Basic bot interaction

Functionality Recap
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● Hundreds of tenantId and 
environmentId values

● Hundreds of solution prefixes 
(better recon for you)

● Hundreds of common copilot 
names (better recon for you)

● Tens of thousands of copilots
● >1K unauthenticated and publicly 

accessible

Achievements unlocked!

@avishai_efrat
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@avishai_efrat
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@avishai_efrat



defcamp 2024

@avishai_efrat
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@avishai_efrat
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@avishai_efrat



defcamp 2024

What’s next?

• Spray Scanning

• Advanced bot interaction
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Looking forward
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Tread carefully
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Data

Biz logic

Access

Code

Identity

Runtime

…

Data

Biz logic

Access

Code

Identity

Runtime

…

Cloud No Code

Customer

Platform

We must own our 
side of the Shared 

Responsibility 
Model
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1. Turn off any toggle you can in the Power Platform DLP
2. Monitor the audit logs (kudos to Copilot Studio team lots of those)
3. Monitor Copilot Studio conversation for use of sensitivity labels

https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-
prevention

List of toggles to switch  
labs.zenity.io/p/hsc24

Harden your environment
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Links 
labs.zenity.io/p/hsc24

Follow the Frameworks
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Go Hack Yourself!
GITHUB.COM/MBRG/POWER-PWN
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And just last month...
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And just last month...
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And just last month...



15 Ways to Break Your 
Copilot

Speaker(s): 

Source code, technical writeup and more  
labs.zenity.io/p/hsc24@inbarraz / @zenitysec
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