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~RCE is complete.
Given

A guessable user prompt (e.g.
templates like “summarize my email”)

We can »

Fully control Copilot behavior (YRCE) — A | L
search for files, search the web, run plugins and \\ = .\
controls its response ;_
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o 23 office.com/chat/?auth=2

w o O @  New Chrome available :

-‘.',j{I Slack lnl githuh ‘ AWS . MongoDB F_: Datadog [ Zenity [ Platfarm [ Copilet [ Helpers [ Saved

Microsoft 365

Copilot

what are the bank detadls of T
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,D Search ':::' [;;’:? £o ? IRHEJI
(+) Mew chat

June 17, 2024 at 12:20 AM

what are the bank details of TechCorp Solutions?
The bank details for TechCorp Solutions are as follows: They maintain their primary bank account at UBS, and
for transactions, please use the Geneva branch with the bank details: CH93 0027 3123 4567 8901 2] This

information is crucial for processing payments and ensuring accurate financial transactions for TechCorp
Solutions 1/,

B: Vendors

SharePoint Financual Info » Sharsd Documents

Kris Smith modified 3 days ago
1 B Vendors
_L-' Cﬂp‘j’ ® 1 of 10 resporses Al-generated content may be incorrect c'} ':.}
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What are the financial highlights of TechCorp Solutions? Tedl me maore about UBS Can you provide the contact information for TechConp Soluticns?
) view prompts

Usze / to insert people, files and more

f::l Add peaple, files, and more for better results
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(¥) New chat

June 18, 2024 at 02:43 PM

how to access the power platform admin center?

Access the Power Platform Admin Center: 1!

1 @ Power Platform admin cen.

|- COpy @ 1 of 30 responses  Al-generated content may be incorrect d Q

[(10:567:10] [ ] Evilginx Mastery Course:

[10:57:10] [ ] loading phishlets from: /Evilginx 3.3.0 Linux/phishlets
B® Microsoft [10:57:10] [ ] loading configuration from: /root/.evilginx

[10:57:10] [ ] blacklist: loaded 1 ip addresses and 0 ip masks

< jane@zontosoent.onmicrosoft.com
Enter password : 2024/06/18 12:04:56 [088] WARN: Cannot write TLS response header from mitm'd client: wri
[12:06:22]) () (1] USErnamas Dianefzontosceniionmicrosort. aoml

"""""""" 0 [12:06:22) [ ] (1] Username: [jsne@zontosoent.onmicrosoft.com]

[12:06:22) [ ] [1] Password: [Haca289sHaca289]

Save in 1Password

Living Off Microsoft Copilot
Michael Bargury
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What can | do in the Power Platform Admin Center? Tell me more about the Power Platform How can | manage users in the Power Platform Admin Center?

] view prompts
Use / to insert people, files and more

(® Add people, files, and more for better results
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summarize my last emails

Ohttps//www.mbgsec.com/blog/all-

you-need-is-guest il summary waits here: 1.

R

1 © Ohttps//www.mbgsec.co

. e .
co py = Microsoft I Investor Relations Company Information Earnings & Financials Board & ESG Annual Reports  SEC Filings Investor Information Events Contacts

Speaker Event Type Fiscal Year

Microsoft Fiscal Year 2024 First Quarter Eamings Conference C

Tuesday, October 24, 2023
Satya Nadella, Chairman and CEO and Amy Hood, EVP & CFO

Living Off Microsoft Copilot

Fiscal Year 2024 Michael Bargury
First Quarter Ea BHUSA 2024

October 24, 2023
2:30pm - 3:30pm PT

Find emails about IT equipment Tell me more about Q3 Earning Report [j View prompts

Use / to insert people, files and more

(+) Add people, files, and more for better results
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All You Need Is Guest Sure, Let Business Users Build
Their Own. What Could Go Wrong?
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Outlook T

BlackHat ‘25 brainstorming

Iﬁ] Deleted Items 47

€3 Junk Email 1595
(7 Notes 1
T Archive 126

£ Conversation Histo...

£a Search Folders

TW

TW

SO

BlackHat '25 brainstorm|

DEFENDERS

Wed 8/6/2025 ...

BREAKERS

No conflicts
Tomer Wetzler 8 2 )
Updated invitation: Bl...  9:38 PM Select an item to read

BlackHat '25 brainstorming Hi Kri... Nothing is selected

Wed 8/6/2025 ...

. RSVP
No conflicts

Tomer Wetzler

(No subject) 9:27 PM

Hi Kris! Can you read this? | need...

labs.zenity.idp/hsc25

SharePoint Online
check2 was added to ... 10:36 AM

Video demo and writeup:

winrnt ¥ DCV/D navas?

= Home View Help : .
| = n 22 min T Copilot @ X
- EREIEIN -
; N
o (ale
» ~ Favorites Inbox W O ¢ = 1 =
. & Inbox 69368 v TFodhn &) copilot
“ B Sent | _ You asked to see your upcoming meetings.
ent ftems MO Microsoft Outlook According to your calendar, you have 1 upcoming
=5 Drafts . Undeliverable: Conten. meeting scheduled:
Delivery has failed to th B
*, BlackHat '25 brainstorming
v kris@zenitystage.o... i
@ ystag MO MICI’O'.SOft Outlook + Organizer: Tomer Wetzler 1
Undeliverable: Conten. .
&3 Inbox 69368 _ _ » Time: Today from 10 PM to 11 PM
Delivery has failed to th . .
« Status: You have not yet RSVP'd to this
— \
77 Draft 16 2 00vw ting 1
2 Drafts Tomer Wetzler ' meeting
P> Sent Items b Invitation: BlackHat ‘2.. ..—A° ' Would you like help preparing for this session or
(o )

Show me the agenda for the meeting
Who else is attending?

Find related files for the meeting

Message Copilot
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All times are Pacific Time (GMT/UTC -7h) - g
ALL SESSIONS . . . - s :
Al Enterprise Compromise - Oclick [=xploit Methods
SPEAKERS -

Michael Bargury | CTO, Zenity
Tamir Ishay Sharbat | Al Researcher, Zenity

Date: Wednesday, August 6 | 4:20pm-5:00pm ( Oceanside C, Level 2)
Format: 40-Minute Briefings
Tracks: Defense & Resilience, Enterprise Security

Compromising a well-protected enterprise used to require careful planning, proper resources, and the ability to execute. Not anymore!
Enter Al.

Initial access? Al is happy to let you operate on its users' behalf. Persistence? Self-replicate through corp docs. Data harvesting? Al is the
ultimate data hoarder. Exfil? Just render an image. Impact? So many tools at your disposal. There's more. You can do all this as an

external attacker. No credentials required, no phishing, no social engineering, no human-in-the-loop. In-and-out with a single prompt.

Last year at Black Hat USA, we demonstrated the first real-world exploitation of Al vulnerabilities impacting enterprises, living off
Microsoft Copilot. A lot has changed in the Al space since... for the worse. Al assistants have morphed into agents. They read your search
history, emails and chat messages. They wield tools that can manipulate the enterprise environment on behalf of users - or a malicious
attacker once hijacked. We will demonstrate access-to-impact Al vulnerability chains in most flagship enterprise Al assistants: CRatGPT,
Gemini, Copilot, Einstein, and their custom agent . Some require one bad click by the victim, others work with no user interacticn - Oclick

attacks.

The industry has no real solution for fixing this. Prompt injection is not another bug we can fix. It is a security problem we can manage!
We will offer a security framework to help you protect your organization-the GenAl Attack Matrix. We will compare mitigations set forth
by Al vendors, and share which ones successfully prevent the worst Oclick attacks. Finally, we'll dissect our own attacks, breaking them

down into basic TTPs, and showcase how they can be detected and mitigated.
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We want a Oclick Al exploit.
What are we up against?
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