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Hiring senior security pros

Hi again 👋

mbgsec.com
@mbrg0

Michael Bargury

CTO and Co-founder

@

Zenity
Community BH RH, OWASP AIVSS, ASI RB
90s hacker blog mbgsec.com
6th time BlackHat

stavc.github.io/Web/
@ StAJect0r

Stav Cohen

AI Security Research Team 
Lead

@ ZenityRed Teamer In Blood
Blue Teamer In Mind
5th time BlackHat

https://www.mbgsec.com/
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Turning on Win95
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Guess whos back?
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Hacking Agentic Browsers
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CSRF is back from the recycle bin
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Hacking OpenAI Atlas
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Hacking OpenAI Atlas
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ChatGPT Atlas
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Need to censor and speed up
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Hacking OpenAI Atlas - WhatsApp
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@mbrg0
#BHUSA

RAG RESULTS ARE JUST 
ANOTHER PART OF THE 
PROMPT!

=> They can 
be injected!

BlackHat USA 2024
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Intent Collision – Generic PI Technique 
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Whatsapp VIDEO
Need to be sped 
up
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https://drive.google.com/file/d/1-nt60nTsCZML9wVAbk-617QRK3yGj3Hg/view?usp=drive_link
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Hacking OpenAI Atlas – Great Theft Amazon
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Hacking OpenAI Atlas – Great Theft Amazon

40



Presented by 

We were able to go all the way here but ….
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Hacking OpenAI Atlas – Great Theft Amazon
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https://drive.google.com/file/d/12ZfyFRpyV
ubtudTaRj7dYyX99xMVaL_l/view?usp=dri
ve_link

Video need to be sped up

So we asked Rufus! 
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Hacking OpenAI Atlas – Great Theft Amazon
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We can plant a bomb on every website
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Nothing bad came from Youtube comments ah?
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Disclosures
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Jan 11, 2026 – Vulnerability disclosed by Zenity

Feb 17, 2026 – OpenAI acknowledges prompt injection risks in agentic 
environments are meaningful, but doesn't treat successful prompt 
injection as crossing a supported security boundary for bug bounty 
purposes.
notes it's an active area of work for improving Atlas's resilience.
Closed as Informative

@mbrg0
@StA Ject0r



Presented by 

Identity - Pwned , Data Exfiltration - Next
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Hacking Perplexity Comet 
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Hacking Perplexity Comet - File System Exfiltration
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Reverse Eng  Comet
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Reverse Eng  Comet
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Hacking Perplexity Comet - Prompt Inject Guardrail 
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Hacking Perplexity Comet - PII Guardrail 
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Hacking Perplexity Comet - Action-Intent Guardrail 
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Hacking Perplexity Comet - Action-Intent Guardrail 
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Hacking Perplexity Comet - File System Exfiltration
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Hacking Perplexity Comet - File System Exfiltration
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Exfil Local File Systems 

64



Presented by 

Oct 22, 2025 – Exfil vulnerability disclosed
Nov 21, 2025 – Bugcrowd rates it P1
Dec 4, 2025 – Perplexity acknowledges the vuln, begins fix, first comms meeting held

Jan 23, 2026 – Perplexity issues fix, requests confirmation
Jan 27, 2026 – Zenity confirms patch, but finds a bypass:
(view-source:file:///Users/); 

Feb 11, 2026 – Perplexity issues second patch, requests confirmation
Feb 13, 2026 – Zenity confirms fix via internal testing

May 2, 2026 – Zenity finds third bypass (file:///Users/#.pdf)
May 15, 2026 – Perplexity confirms bypass, issues additional patch

Disclosure and Blog- File System Exfil
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@StA Ject0r
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Whack – A – Bypass with Perpleixty 
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Whack – A – Bypass with Perpleixty 
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Gotta Leak’em ALL
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Hacking  Claude In Chrome
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Hacking  Claude In Chrome – The new toolbar
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Hacking Claude In Chrome
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Hacking Perplexity Comet + 1Password
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Hacking Perplexity Comet + 1Password
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Hacking Perplexity Comet + 1Password
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Hacking Perplexity Comet + 1Password
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Hacking Perplexity Comet + 1Password
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@mbrg0
@StA Ject0r
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Data - Pwned , XSS - Next
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Hacking Claude In Chrome - UXSS
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Claude In Chrome XSS – Slack ATO
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Claude In Chrome XSS – Slack ATO
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Slack ATO
https://drive.google.com/drive/u/0/folders/1e9Nez
WDwMJhWT6P4pD22AoimzRph2P2p
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https://drive.google.com/drive/u/0/folders/1e9NezWDwMJhWT6P4pD22AoimzRph2P2p
https://drive.google.com/drive/u/0/folders/1e9NezWDwMJhWT6P4pD22AoimzRph2P2p
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Claude In Chrome XSS – Claude ATO
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Win Win Win 
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Dec 27, 2025 – Vulnerability disclosed

Jan 27, 2026 – Closed as "Informative" - deemed ineligible 
for the Vulnerability Disclosure Program

Unfortunately, the risks and vulnerabilities 
demonstrated in this blog post persist to this day.

Disclosures

104

@mbrg0
@StA Ject0r
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XSS - Pwned , Persistence - Next
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HistoryFixing- Intro
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HistoryFixing- Intro
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Browser History
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HistoryFixing 
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Need to edit 
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HistoryFixing  - Poisoned history
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HistoryFixing  - Technical
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HistoryFixing- What was the number I saw earlier?
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What was the number I saw earlier?
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https://drive.google.com/drive/u/0/folders/1
yE7ziO8MdPAtP8fpRl0P5vD_d_a44XpN

HistoryFixing- Leaking Browser private history 

123



Presented by 

HistoryFixing- Leaking Browser private history 
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https://drive.google.com/drive/u/0/folders/1
1ZA9A8azI5ILYwD9cGoTXccP10Y4cyZw

How about deleting AWS instances via Gemin In Chrome?

125
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Your History is a minefiled of dormant payloads
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Disclosures

128

OpenAI Disclosure
• Apr 27, 2026 – Vulnerability disclosed
• May 20, 2026 – Closed as "Informative" — deemed "interesting" but not a vulnerability

Microsoft Disclosure
• Apr 27, 2026 – Vulnerability disclosed
• Jul 10, 2026 – MSRC assesses as moderate severity; shared with product team for 

consideration

Google Disclosure
• Apr 29, 2026 – Vulnerability disclosed
• Jul 9, 2026 – Google acknowledges vulnerability, 🎉Nice catch! A 5k$ bounty + A
•  $1000 bonus for truly unique reports that caused our security teams to think differently about a 

problem.

Perplexity Disclosure
• May 2, 2026 – Vulnerability disclosed
• May 15, 2026 – Not considered a security vulnerability

@mbrg0
@StA Ject0r
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Persistence - Pwned , RCE - Next
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What else haven't we seen?
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Right? Right?????
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R.C.E the Root Rex Predator
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What Runs on LocalHost? 
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Our Plan
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Our Plan
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RCE on Edge Copilot
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https://drive.google.com/drive/u/0/folders/1
ddZtexU7bYaKNsXHfYqYae-8CURq6EKU

Edit it and speed up. 
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https://drive.google.com/drive/u/0/folders/1ddZtexU7bYaKNsXHfYqYae-8CURq6EKU
https://drive.google.com/drive/u/0/folders/1ddZtexU7bYaKNsXHfYqYae-8CURq6EKU
https://drive.google.com/drive/u/0/folders/1ddZtexU7bYaKNsXHfYqYae-8CURq6EKU
https://drive.google.com/drive/u/0/folders/1ddZtexU7bYaKNsXHfYqYae-8CURq6EKU
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RCE on Edge Copilot
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LocalHost Guardrail Bypass

151



Presented by 152



Presented by 

RCE- on Gemini In Chrome
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RCE- on Gemini In Chrome
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RCE- on Gemini In Chrome – Bypass URL Guardrail
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RCE- on Gemini In Chrome
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https://drive.google.com/drive/u/0/folders/1
1IfwUg1WmSnK4p93Tha0zSi4IzrTfhA2

Final win video with rickroll at the end
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https://drive.google.com/drive/u/0/folders/11IfwUg1WmSnK4p93Tha0zSi4IzrTfhA2
https://drive.google.com/drive/u/0/folders/11IfwUg1WmSnK4p93Tha0zSi4IzrTfhA2
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Success! Reverse Shell on Gemini In Chrome
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Disclosures
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Microsoft Disclosure
• Apr 27, 2026 – Vulnerability disclosed
• Jul 10, 2026 – MSRC assesses as moderate severity, doesn't 

meet bar for immediate servicing; case closed

Google Disclosure
• Apr 29, 2026 – Vulnerability disclosed
• Jul 9, 2026 – Google acknowledges, assigns S3/P3, working on a 

patch

Perplexity Disclosure
• May 2, 2026 – Vulnerability disclosed
• May 15, 2026 – Not considered a Comet security vulnerability

@mbrg0
@StA Ject0r
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We Got it all! 
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@mbrg0
#BHUSA 2025

attackers use LLMs too.

AI Guardrails are SOFT boundaries.
They WON’T help you prevent an attack.
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•  This isn't a bug. It's the design.
agentic browser's entire job is to read and act on untrusted content, with 
your identity, wired into your machine. You can't patch away the reason 
the product exists. 

So 

Give the agent its own browser. A separate profile with, its own logins, 
its own history, and its own limited access to apps. 

Takeaways
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•  Asking the model to behave is not a security control.

Soft boundaries, alignment and "ask before acting," slowed us down and 
never stopped us. Only hard, in-code boundaries held, and even those we 
bypassed. 

So 

Monitor the agentic browser – Before and After. Start by looking at the 
settings each vendor offers and toggle stuff on and off before you start, 
then keep monitoring it while it works. Stay in control.

Takeaways

182
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•  It's a class problem, so the fix is architectural, and until it ships, the 
burden is on you.
No single vendor owns this and no single patch closes it, especially when 
the response is "expected behavior." 

So

Builders: build fences in code, restrict what the agent can reach. 
Users: disable auto-sign-in, restrict localhost, turn off agent 
memories, block sensitive sites, audit extensions.

Takeaways
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